Continuous Delivery with Containers:
The Good, the Bad, and the Ugly
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Containers: Expectations versus reality
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Setting the scene...

O'REILLY

Containerizing . ,
Continuous bit.ly/2jWDSF7

* Continuous delivery is a large topic Deliveryin Java
* No business focus today (value stream etc) i optcn e
: - - S
PaaS and Serverless are super interesting... SR

N Y
a7

* But I’'m assuming you’re all-in on containers ,

Daniel Bryant

* Focusing today on the process and tooling Delivery a#
* No live coding today In Java <

* Mini-book contains more details (thanks nginx!)

Daniel Bryant
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TL;:DR — Containers and CD

* Container image becomes the build pipeline ‘single binary’
* Adding metadata to containers images is vital, but challenging

* Must validate container constraints (NFRs)
 Cultivate container ‘mechanical sympathy’

SpectolLabs



@danielbryantuk

* Independent Technical Consultant, CTO at Spectolabs

* Architecture, DevOps, Java, microservices, cloud, containers
» Continuous Delivery (ClI/CD) advocate

* Leading change through technology and teams
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Continuous Delivery
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Continuous Delivery

% Sty P 5 v
e . %ZJJ(-” //rdéy . ;:/‘f}rkl/l(-ﬁe osens

s B

R
3. .
= [\ SR

.,‘,‘_& / \5:'-

o

CONTINUOUS
DELIVERY

* Produce valuable and robust software in short cycles

* Optimising for feedback and learning

Jez HumsLi

DAviD FARLEY

* Not (necessarily) Continuous Deployment

Foreword by Martin Fowler
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Creation of a build pipeline is mandatory for continuous delivery

SpectolLabs
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The Impact of containers on CD
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Container technology (and CD)

e OS-level virtualisation

e cgroups, namespaces, rootfs
* Package and execute software ‘*

docker

* Container image == ‘single binary’
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Q
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All tests can be run

locally

Dev Machine

— Commit
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Smoke tests/synthetic txns

Centralised
Logging
(e.g. ELK)

Monitoring of
metrics
(e.g Zabbix)

Load testing (realistic environment and live data)
Instance of environment can be exposed to 3rd Parties|

EITLTY> 2

Promotion

Smoke tests/synthetic txns
Active monitoring and alerting



All tests can be run

locally
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Creating a pipeline for containers
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Make your dev environment like production

* Develop locally or copy/code in container

* Must build/test containers locally
* Perform (at least) happy path tests

docker
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Quick Aside: Running *entire* system locally

" Macker News new | commnts o
EETRE S Telepresence

1 don't have much ideology behind goiny
through a narrow and well defined boun

One of the practical issues we've had wi

the status of an object and afterwards, "Going through Cl to test 2 lines of changed code

transaction anymore. Now you have to
should be idempotent if possible, It mal

state, seems excessiveTelepresence got it down to " go

Just some of my thoughts, since this st

run main.go with an added benefit of gettin,

Transactions certainly make it eaq

Pisrgistad erliad lpitohos access to real ConfigMap / Secrets."
This is one problem that I've obsq4 . .
wasn't originally intended), and y —Vladimir Pouzan

I've heard lrus exact arg,
assumed somebody’s going to violate a module boundary. That's a huge tax to pay for bemg lazy. If you lack discipline it's gomq !o show Up no matter how you decide tc
your complexity. From what I'm seeing the idea that "devops” is going to offset the increased of network is going to be the downfall (
many of microservice based implementations that simply didn't need to take that burden and risk. I suspect that a hybrid awmach Is going to end up being the right soli
great many companies. One or more well factored monoliths with common shared libraries and orthogonal services that each of them use that make sense being a servic
shared library.

1 take it you've never worked on a monolith project before. There are always reasons (often deadline related, always legitimate, never as a result of laziness or lac
discipline) where developers have been forced to cross module boundaries.

Nobody arrives at microservices unaware of their and D s are forced to choose the approach between monoliths have their own i

Also common shared libraries are a disastrous idea IMHO, They always become riddled with stateful business logic and the difference in requirements between thei
consumers means they end up brittie, inelegant and full of hacks.

https://news.ycombinator.com/item?id=13960107
https://opencredo.com/working-locally-with-microservices/
https://www.datawire.io/telepresence/ | https://hoverfly.io/

Fast, realistic local development for Kubernetes and OpenShifs@sisinmismasandsas:

nCredo

Record and replay

| Consumer

Intercept &

Simulate

@mogronalol
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Make your dev environment like production

* Develop locally or copy/code in container

* Must build/test containers locally
* Perform (at least) happy path tests

docker

* Use identical base images from production
e With same configuration
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Lesson learned: Dockerfile content is super important

FROM openjdk:8-jre

ADD target/shopfront-0.0.1-SNAPSHOT.jar app.jar

EXPOSE 8010

ENTRYPOINT ["java","-Djava.security.egd=file:/dev/./urandom”,"-jar","/app.jar"]

* OS choice * Java
e JDK vs JRE and Oracle vs OpenJDK?

* Configuration

* Golang
e Build artifacts * Statically compiled binary in scratch?

* Python

* Exposing ports * Virtualenv?

10/10/2017 @danielbryantuk SpectolLabs



Please talk to the sysadmin people:
Their operational knowledge is invaluable

S7TSADMIN
BECAUSE EVEN
DEVELOPERS
NEED HEROES

10/10/2017 @danielbryantuk



Different test and prod containers?

* Create “test” version of container
* Full OS (e.g. Ubuntu)
e Test tools and data

* Easy to see app/configuration drift

e Use test sidecar containers instead

http://blog.terranillius.com/post/docker testing/

* ONTEST proposal by Alexi Ledenev

10/10/2017 @danielbryantuk SPQCtOLabS



Docker multi-stage builds

10/10/2017

Adrian Mouat
@adrianmouat
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FROM golang:1.7.3 as builder
WORKDIR /go/src/github.com/alexellis/href-counter/

RUN go get -d -v golang.org/x/net/html

COPY app.go
RUN CGO_ENABLED=0 GOOS=linux go build -a -installsuffix cgo -o app .

FROM alpine:latest

RUN apk --no-cache add ca-certificates
WORKDIR /root/
COPY --from=builder /go/src/github.com/alexellis/href-counter/app

CMD ["./app"]

http://blog.alexellis.io/mutli-stage-docker-builds/
https://github.com/moby/moby/pull/31257
https://github.com/moby/moby/pull/32063

@danielbryantuk SPQCtOLd)S




Java specific stuff...

O This repository Pull requests Issues Marketplace Explore
. oracle | docker-images @Watch~ 247 % Star 1,486  YFork 1,361 & y
jdk.java.net
<> Code Issues 32 Pull requests 8 Projects 1 Insights ~ GA Releases
JOK 9
sranch: master~  docker-images / OracleJava / Createnew file  Upload files  Findfile  History Early-Access
Releases
JDK 9 for Alpine Linux
£ iogrb itted with ges Updated files from 8u131 to 8u144 (#570) = Latest commit ce1sbie 25 days ago oK 8
Reference
Implementations
i java-8 Updated files from 8u131 to 8u144 (#570) 25 days ago Java SE 9
Java SE 8
| windows-java-8 Updated files from 8u131 to 8u144 (#570) 25 days ago Java SE 7
README.md Removed references to Server JRE 7u80 (#385) § months ago Feedback
Report a bug
[ README.md

Oracle Java on Docker

Build a Docker image containing Oracle Java (Server JRE specifically).

The Oracle Java Server JRE provides the same features as Oracle Java JOK commonly required for Server-side
Applications (i.e. Java EE application servers). For more information about Server JRE, visit this release notes.

Java 8

Download Server JRE 8 .tar.gz file and drop it inside folder java-8 . Build it:

github.com/oracle/docker-images/tree/master/Oraclelava

10/10/2017
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JDK 9 Early-Access Builds for Alpine Linux

Documentation

= Supported platforms
Installation

Migration

= Tool & command reference
= Release Notes

= APl Javadoc

Most recent build: jdk-9+181
Summary of changes
License agreement

Thank you for accepting the Early Adopter Development License Agreement. You
may now download this software.

Downloads
Builds

Server JRE JDK
Alpine Linux 64-bit tar.gz (sha2s6) 56.8 MB tar.gz (shaz2s6) 201.00 MB

jdk.java.net/9/ea




Hot off the press: Modularity

10/10/2017

SRR e Create minimal runtime images

* “jlink delivers a self-contained
distribution of your application and
the JVM, ready to be shipped.”

Java9
Modularity

PATTERNS AND PRACTICES FOR

DEVELOPING MAINTAINABLE APPLICATIONS o Pe rfo r m a n Ce
* Security

* Benefits:
e Reduced footprint

Sander Mak & Paul Balcker

@danielbryantuk Sp@CtOmS
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Building images with Jenkins

* My report covers this o
* Build as usual...

Build Docker Image
* Cloudbees Docker Build and Publish Plugin

EADME.md

oreilly-docker-java-shopping

* Push image to registry

Project Structure

10/10/2017 @danielbryantuk



Storing in an image registry (DockerHub

® ® £ Dashboard [Jenkins] X / @ https://hub.docker.com x = ‘ Daniel ‘
& - C | & https://hub.docker.com TR OO S @ #
Dashboard Explore Organizations ‘i‘ danielbryantuk
§1 danielbryantuk ~ | & Repositories * Stars # Contributed Private Repositories: Using0of 1  Get more
d X S @ Docker Security Scanning

Protect your repositories from
vulnerabilities.

danielbryantuk/djshopfront 0 - > o
b 5
LJF g Public STARS puLLs [ECAE]

danielbryantuk/djproductcatalogue 0 1 >
Y £
R ¥ 3y Public STARS PULLS DETALLS
danielbryantuk/djstockmanager 0 | >
) L
¥y Public STARS PULLS DETAILS
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Metadata — Beware of “latest” Docker Tag

[2)
%]
=]

* Beware of the ‘latest’ Docker tag i =

¥

0 Marc Campbe!

The misunderstood Docker tag: latest

PY o ” .
a e S S I I I I p y I I l e a n S Docker images have a tag named latest which doesn’t work as you expect.

I've listened to numerous speakers and Docker 101 talks only to see this

misrepresented too often. Because tags and versions are so very

* the last build/tag that ran without e e o e
a specific tag/version specified

process that involves Docker.
To illustrate how the latest tag actually works, let’s create a pretty basic

Dockerfile. The contents of this are here:

FROM busybox:ubuntu-14.084

RUN echo "#!/bin/sh\n" = /test.sh
RUN echo "echo \"this is version 1\"" >> /test.sh

| gnore latest” ta g o e
(This is just an example and I wanted to exclude external dependencies, so

* Version your tags, every time

Because | want to push this image to Docker Hub, I'm going to build, tag

» danielbryantuk/test:2.4.1

Drop jQuery from your Bootstrap...

10/10/2017 @danielbryantuk SpectolLabs



Lesson learned: Metadata is valuable

* Application metadata
* Version / GIT SHA

docker EV

Docker Labels

* Build metadata
e Build date
* Image name

* Vend
enaor Gareth Rushgrove

* Quality metadata
* QA control, signed binaries, ephemeral support
» Security profiles (AppArmor), Security audited etc

10/10/2017 @danielbryantuk W



Metadata - Adding Labels at build time

e Docker Labels

* Add key/value data to image

10/10/2017

@danielbryantuk

FROM alpin

e:3.3

MAINTAINER Ross Fairbanks "ross@microscaling.com"

ENV BUILD_PACKAGES ca-certificates

RUN apk up
apk up

date && \
grade && \

apk add $BUILD_PACKAGES && \
rm -rf /var/cache/apk/*

# Add binary and Dockerfile
COPY microscaling Dockerfile /

RUN chmod +x /microscaling

# Metadata

params

ARG VERSION
ARG VCS_URL

ARG VCS_RE

ARG BUILD_]

# Metadata
LABEL org.
org.
org.
org.
org.
org.
org.
org.
org.

F
DATE

label-schema.
.url="https://microscaling.com" \
.name="Microscaling Engine" \

label-schema.
label-schema.
label-schema.
label-schema.
label-schema.
label-schema.

label-schema
label-schema

vendor="Microscaling Systems" \

description="0Optimal resource util" \
version="1.2.3" \

vcs-url=$VCS_URL \

ves-ref=$VCS_REF \
build-date=$BUILD_DATE \
docker.schema-version="1.0"

« [



Metadata - Adding Labels at build time

* Microscaling Systems’ Makefile pssensay

* Labelling automated builds on
DockerHub (h/t Ross Fairbanks)

* Create file ‘/hooks/build’

e [abel-schema.org

* microbadger.com

10/10/2017 @danielbryantuk



Metadata - Adding Labels at runtime

S docker run -d --label

uk.co.danielbryant. lbname=frontdoor nginx

* Can ‘docker commit’, but creates new image

* Not possible to update running container

* Docker Proposal: Update labels #21721

10/10/2017
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@

o

4 docker run

# nitps //docs.docker.com

Docker

Set metadata on container (-1, —label, —label-file)

A label is a key=value pair that applies metadata to a container. To label a container with two labels:

$ docker run -1 my-1abel --1abel com.exasple. FoOmbar

tu bash

The ny-label key doesn’t specify a value so the label defaults to an empty string( " "]. To add multiple
labels, repeat the label flag (-1 or --1abel)

The key=value must be unigue to avoid overwriting the label value, If you specify labels with identical
keys but differem values, each subsequent value overwrites the previous. Docker uses the last key=value
you supply.

Use the --1label-file flag to load muhiple labels from a file. Delimit each label in the file with an EOL
mark. The example below loads labels from a labels file in the current directory:

$ docker run --1abel-file ./labels ubuntu bash

The label-file format is similar to the format for loading environment variables. [Unlike environment
varlables, labels are not visible to processes running inside a container.] The following example lllustrates
2 label-file format:

You can load multiple label-files by supplying multiple --1abel-file flags.

For additional information on working with labels, see Labels v in the Docker

User Guide.
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manifesto

Manifesto lets users store and query metadata for Docker images. This metadata can be information that you want to
store about an image post-bulld - where labels are not sutficient.

==
Use cases

* Managing QA approval status After an image has been built, it needs 10 go through various testing and approval
processes before your organization s ready to use it in production. Keep track of spproval status, and who has
given sign-oft by storing & alongside the image isself.

+ Storing security profiles for an image Manifesto makes it easy to associate a Seccomp or AppArmor profilo with
a image, 50 that you can automatically retrieve the correct profile at the point you want 1o fun a container

« Storing vulnerability scan reports images should be scanned regularly for vulnerabilties a3 new cnes may be
found in existing code. Manifesto enables storing the latest scan report for an image without modifying the image
tselt.

* Support contacts Store the phone mumber or Slack channel to contact in the event this container image starts
Causing problems In your live deployment. Update these details without needing to update the image.

th CH/CO it's easy to end up with hundreds of thousands of container images in your

P

Proof of concept status

In this proof of concept:

« we store arbitrary metadata within the Docker registry

« we store a "manifesto"” for the repository with the fixed tag "_manifesto"
« the manifesto is a json file with references to all the metadata stored for this repository

github.com/aquasecurity/manifesto

@danielbryantuk

to a data blob...

Regular images
refer to data blobs
registry stored in the
registry
myorg/myimage repository
data blobs
images
latest sha256 0a3... -
14 V
sha256:178...
IR—
/
13 sha256/293... | [
seccomp
qa_approvals
contacts
_manifesto sha256:4ad...
seccomp
qa_approvals = <
el IMagQE tagged
_manifesto refers N
... which in turn refers to

metadata stored in blobs,
related to specific image
versions by SHA




External registry with metadata support

10/10/2017

JFrog Artifactory + Docker

@danielbryantuk

NexusOSS

your private docker registry
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Component testing

External Customer

http:#locathost:8010

shopfront @

productcatalogue stockmanager

http:#locaihost:8020/products http.#locathost:8030/stocks

Internal Product Owner Internal Stock Owner
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esting: Jenkins Pipeline (as code

10/10/2017

Jenkins

e2e tests

Build Triggers
U ovm '\I_l)
Quiet period ©
Trigger builds remotely (e.g., from scripts) n’g’_’};
Advanced Project Options
Advanced...
Pipeline
Definition Pipeline script 5
Script 1'% node { ®
2
3~ stage ('build') {
4 git url: 'https://g ). € daniel-brya reilly-docke ave ping.gi
5 ythe
6 }
7
8~ stage ('end-to-end tests') {
9~ timeout(time: unit:
10 ~ try {
11 sh 'docker-compose up ~d
12~ waitUntil {
13 def sh script: 'curl http://localhost:8010/healtt jrep "UP
14 return (r );
15 }
Use Groovy Sandbox @j.
Pir=tn=Suntax
Save Apply
@danielbryantuk



® @ 2 e2e tests [Jenkins] X Daniel

& G ® localhost:8080/job/e2e%20tests/ w 09 = ® # :
i Apps == Weather =] Regulars [IJ Calendar [IgKanban | Trello < feedly @ Amazon & Expedia Ei Conf Vids E5 Papers = Sortable [ Tube Map [ post to HN =1 other Bookmarks

o Bl Bomaniisy| T L ——

Jenkins e2e tests ENABLE AUTO REFRESH

B Back to Dashboard

Pipeline e2e tests

. Status
= [#add description
» Changes
o
._)) Build Now / Recent Changes
|————1
(Y Delete Pipeline
& . .
Configure Stage View
.. Move
: end-to-end
Full Stage View build tests deploy
€) Pipeline Syntax
35s 27s 7ms
Build History trend = r
Oct 19
2 905ms 18s 7ms
22:04
o #8 Oct 19, 2016 9:04 PM
9 #7 Oct 19, 2016 9:03 PM Oct19 986
ms 20s 7ms
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Testing individual containers

stage ('Successful startup check') {
docker.image( 'danielbryantuk/djshopfront')
.withRun('-p 8010:8010') {
timeout(time: 30, unit: 'SECONDS') {
waitUntil {
def r = sh script: 'curl http://localhost:8010/health | grep "UP"', returnStatus: true

return (r == 0);
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Integration testing

Externa tomer

http.#iocalhost: 8010

shopfront @

productcatalogue stockmanager

http:#locaihost:8020/products http.#locathost:8030/stocks

Internal Product Owner Internal Stock Owner
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Introducing Docker Compose

version: '2'

services:

shopfront:
build: shopfront
image: danielbryantuk/djshopfront
ports:
- "8010:8010"
links:
- productcatalogue

- stockmanager Q

J—— -

Extorral Customer

NP ocahost8010

productcatalogue: A o mcanosanziproass

Intenal Product Owner

build: productcatalogue

R FDCAROStBOTIBIOCKS

Inteenal Stock Owner

image: danielbryantuk/djproductcatalogue
ports:
- "8020:8020"
stockmanager:
build: stockmanager
image: danielbryantuk/djstockmanager
ports:
- "8030:8030"
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Docker Compose & Jenkins Pipeline

node {
stage ('build') {
git url: 'https://github.com/daniel-bryant-uk/oreilly-docker-java-shopping.git'
// do other build stuff
b

stage ('end-to-end tests') {
timeout(time: 60, unit: 'SECONDS') {
try {
sh 'docker-compose up -d'
waitUntil {
def r = sh script: 'curl http://localhost:8010/health | grep "UP"', returnStatus: true
return (r == 0);

}

//other tests
sh 'curl http://localhost:8010 | grep "Docker Java"'

} finally {
sh 'docker-compose stop'
}

stage ('deploy') {

//deploy stuff
}
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Ephemeral Kubernetes Clusters

e Kubernaut (WIP)

* Manages a pool of clusters

* “Claim” a fresh cluster = R s

* Use Helm to install dependencies
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Testing NFRs in the build pipeline

* Performance and Load testing

* Gatling / jmeter
* Flood.io

* Security testing

* Findsecbugs / OWASP Dependency check
* Bdd-security (OWASP ZAP) / Arachni

e Gauntlt / Serverspec

e Docker Bench for Security / CoreOS Clair

10/10/2017

@danielbryantuk

Clair scanner
[~ ] e e ] [~ on ]

Docker containers vulnerability scan

When you work with containers (Docker) you are not only packaging your application but alsa part of the OS. it s
Crucial 1o know what kind of Sraries might be vuinerable in your container. One way to find this information i to lock
at the Docker registry [Mub or Quay.jo] security scan. This means your vuinerable image is siready on the Docker
rogistry

What you want is a scan as a part of CIICD pipeine that stops the Docker image push on vuinerabilities:

1. Build and test your appiication
2. 8uild the container
3. Test the container for vuinerabiities
4. Check the vulnerabiities against allowed ones, if everything is allowed then pass otherwise fai
This straightforward process is not that easy 1o achieve when using the services lie Docker Mub or Quay.io. This is
because they work asynchronously which makes it harder 10 do straightforward CI/CO pipeine.

ighted Material Clair to the rescue

Dr. Dobbs Jolit Award F |nahst 2014

Adam Shostack

2

CoreOS has created an awasome container scan tool calied Clair, Clai is 350 used by Quay o, What clar does not
have is a simple tool that scans your image and compares the vuinerablities against a whitelist to see i they are
approved o ot

This is where clair-scanner comes into place. The clair-scanner does the following:

« Scans an image against Clair server
* Compares the vulnerabilties against  whitelist
o Tells you if there are vuinerabilties that are not in the whitelist and fails

threat
modeling

designing for Security

« i everything is fine it completes correctly

P
THE ART OF SCALABILITY

Scalable Web Architecture, Processes, and Organizations
for the Modern Enterprise

Cogarighted Materiol

JUST ENOUGH
SOFTWARE ARCHITECTURE

A RISK-DRIVEN APPROACH
GEORGE FAIRBANKS

FOREWORD BY DAVID GARLAN

MARTIN L. ABBOTT MICHAEL T. FISHER

450 5% MARTY CAGAN, 000667 51

InfoQ

Sveamicg  Machnelesming  Roactve  Mcwservoss  Contanens

T Alfopics
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Docker and High Security Microservices: A Summary of Aaron Grattafiori's
DockerCon 2016 Talk

y Daiel Bryast on A 14, 2016, Ext Dacuas
Copyrighted M
N g LR
prosented T de
) for running
WWMWNWWWWMWV

SELInux, Lsing an appiication-specifc S0CoMmp whilslst, hardening the host system (inckusing
runeing a minimal OS), festicting host access and considerng nutwork security.

Grattafion, Techrical Director at NCC Group and author of “Underss
¥ (POF), bogin the tak by introducieg the principles of deloerse
d-muuwm and shrinking attack surfaces and hardening those that remain.
Athough microseevices may 833 overal comphxty 10 8 system archtecksre (particulary when Automaton
Operated at scale). the fact that ey can be implementod ¥ not prosent a single pont of securky
.00 £rovides an cvaniage Over 8 tygical MONGIEC applcason
The e ¢ 599, 0.5 N0 runNing an aggiication process &5 f0ot, s vilaly important
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Delaying NFRs to the ‘Last Responsible Moment’

5 Grant Horwood ¢¢ ¢ %+ Foll .
@gbhorwood pas

me: i can fix this right or i can fix this fast.
mike: show me what "fast" looks like

 Newsflash!

* Sometimes the last responsible
moment is up-front!

e Containers / microservices don’t
make this easier
 Sometimes more difficult...

nn"

SSSSSSSSS ’ q
919 1147 BEORD

4:35 PM - 18 Apr 2017

43 919 v S ¥ 11K
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Mechanical sympathy: Docker and Java

* Watch for JVM cgroup/taskset awareness
e getAvailableProcessors() may incorrectly report the number of cpus in Docker (1Dk-8140793)
* Runtime.availableProcessors() ignores Linux taskset command (JDk-6515172)
* Default fork/join thread pool sizes (and others) is based from host CPU count

e Set container memory appropriately
* JVM requirements = Heap size (Xmx) + Metaspace + JVM overhead
* Account for native thread requirements e.g. thread stack size (Xss)

* Entropy

* Host entropy can soon be exhausted by crypto operations
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Deployment

What is a Service Mesh, and Do | Need One When

Developing Cloud Native Systems?

aws A A S A w .

= Menu English ~ Sign In to the Console 27th September 2017 in London at CodeNode
AWS Elastic Beanstalk Q Deployment Methods On this page:
Developer Guide (AP| Version 2010-12-01)
Method Impact of Failed l'{eploy Zero . No DNS Rollback Code SillsCast ABSut e Soenlec P *
Deployment Time Downtime Change Process Deployed
Documentation - This Guide : To
= All atonce Downtime C X v Re Existing
deploy instances
Rolling Single batch out of eCt v v Re- Existing
service. Any deploy instances
& How Elastic Beanstalk Work successful batches
prior to failure
Yuﬂl?lﬂg new
application version,
B Msidiing Aolicat Rolling Minimal if firstbatch GG & ¢ v Re- New &
. with fails, otherwise t deploy  existing
8 Managing Enviror t additional similar to Rolling. instances sata plane (setvice prosies)
batch
Immutable Minimal S3CGQG ¢ v Re- New . + Essential as we move from deployment of compiicated monokiths/services
i - depioy . |instances orchestration of compex ative microservices and functions
£ Deployments Blue/green Minimal 3CC v X Swap New
ef ent Opt ~ URL instances

t Varies depending on batch size.

docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.deploy-existing-version.html

skillsmatter.com/skillscasts/10668-looking-forward-to-daniel-bryant-talk
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servability is core to continuous delivery

10/10/2017

!_! Daniel Bryant
7 @danielbryantuk
Nice shout to @kartar's "Art of Monitoring" book

by @bridgetkromhout at #AATC2017. Monitor
biz outcomes over (in addition to) tech issues

ETWEETS LIKES

4 3 S-TEEM

4:36 PM - 19 Apr 2017

Search

I nfo Q Development Architecture Data Science  Culture & DevOps Podcasts

En| @ & | Fr | Br & Design Methods

Streaming Machine Leaming Reactive Microservices

Youare here:  InfoQ Homepage »  Articles >

The Challenge of Monitoring Containers at Scale

| Posted by Daniel Bryant on Mar 24, 2016, Estimated reading time: 18 minutes |  Discuss

The open source release of Docker in March 2013 triggered a major shift in the way in which the
software development mduslry is asplnng to package end deploy modem applications. The

of many g, ry and g gies has followed in
the wake of Docker, and this has lead to much hype, and some dlsdlusmn around this space. This
article series aims to cut through some of this fusion, and exp how are actually

being used within the enterprise.

This articles series begins with a look into the core technology behind containers and how this is

currently being used by di pers, and then ines core ges with depl

in the prise, such as integrating inerisation into til integration and contir
delivery pipelines, and ing g to support a ging and i
transience. The series concludes with a look to the future of inerisation, and di: the

role unikemels are currently playing within leading-edge organisations.

This InfoQ article is part of the series "Containers in the Real World - Stepping Off the Hype

Containers Security All topics

» @ @HE N

QCon

Now York Jun 26-30
San Francisco Nov 13-17

Neow

The InfoQ Podcast

N fesins ot | (LIS

Popular 10days 40days 6 months
Building a Bank with Go
.NET Futures: Multiple Inheritance 2
MailKit Officially Replaces .NET's SmtpClient
Patterns and Practices inC#7 1
.NET Futures: Type Classes and Extensions

Goodbye PrintGCDetails... and Other JDK 9
Changes!

www.infog.com/articles/monitoring-containers-at-scale

@danielbryantuk
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Containers are not a silver bullet
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Moving to containers: Going all-in?

S T messssrenetT

T i R ‘ OR
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Should | build my own container platform?

Probably not
(Unless you are Google, AWS or IBM)

Whatever you decide... ‘~ Infrastﬁcture
push it through a pipeline ASAP! as Code

MANAGING SERVERS IN THE CLOUD

Kief Morris
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Using containers does not obviate the need for
good architectural practices
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BARGAINING

WE CRAMMED THIS
MONOLITH INTO A
CONTAINER AND CALLED

20 - °° @CASEYWEST @SPRINGIPLATFORM #S1P #CLOUDNATIVE #REALTALK # THERAPY




summary
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ln summary

» Continuous delivery is vitally important in modern architectures/ops

* Container images must be the (single) source of truth within pipeline
 And metadata added as appropriate...

* Mechanical sympathy is important (assert properties in the pipeline)
* Not all developers are operationally aware

* The tooling is now becoming stable/mature
* We need to re-apply existing CD practices with new technologies/tooling
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Bedtime reading

o SAidihison Weskoy Signature FTories

CONTINUOUS

g

DELIVERY

Jez HumBLi

DAviD FARLEY

Foreword by Martin Fowler

OREILLY"

Adrian Mouat

Sl

Kubernetes
Up & Running

Brendan Burns,
Kebey Hghtower & Joe Becha
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OREILLY

Cloud Native
Infrastructure

Justin Garrson & Kris Nova

architectiire

Software

Architecture
De\/e/ ofﬂel‘§

Simon Brown

Building

Micro

Sam Newman

@danielbryantuk
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MORE AGILE
TESTING

I OREILLY

Production- . .8
Ready %
Microservices

Susan J. Fowler




Thanks for listening

* Any questions?

* Feel free to contact me

* @danielbryantuk
* daniel.bryant@tai-dev.co.uk

10/10/2017
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O'REILLY

Containerizing
Continuous
Delivery in Java

Docker Integration for Build Pipelines
and Application Architectu

SRS

bit.ly/2]WDSF7

Coming soon!

OREILLY

Continuouse;
Delivery g
in Java ¥ ..
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Bonus slides (for extra context)
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Containerise an existing (monolithic) app?

* For * Against
* We know the monolith well e Can be difficult (100+ line scripts)
* Allows homogenization of the * Often not designed for operation
pipeline and deployment platform within containers, nor cloud native
* Can be a demonstrable win for e Putting lipstick on a pig?

tech and the business
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Key lessons learned

* Conduct an architectural review
e Architecture for Developers, by Simon Brown
e Architecture Interview, by Susan Fowler

* Look for data ingress/egress
* File system access

» Support resource constraints/transience
e Optimise for quick startup and shutdown
* Evaluate approach to concurrency
 Store configuration (secrets) remotely

1. Codebase

THE TWELVE FACTORS

One codebase tracked in revision control, many deploys

1L Dependencies
Explicitly declare and isota

111 Config
Store config in the env

V. Build, release, run
Strictly separate build and ru
VL. Processes
Execute the app xs one or

VIL Port binding
Expo

te dependencies

0 stages

more stateless processes

ort services via port binding

VIIL Concurrency
Scale ot via the process model

IX. Disposability
Maximize robustness with fast startup and gracef

X. Dev/prod parity
Keep development, staging, and production as simil

X1 Logs

Treat logs as event streams

XII. Admin processes
Run admin/management ta

ks as one-off processes
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New design patterns

10/10/2017

Design patterns for container-based distributed systems

Brendan Burns

David Oppenheimer

Google

1 Introduction

In the late 1980s and early 1990s, object-oriented pro-
gramming revolutionized software development, popu-
larizing the approach of building of applications as col-
lections of modular components. Today we are seeing
a similar revolution in distributed system development,
with the increasing popularity of microservice archi-
tectures built from containerized software components.
Containers [15] [22] [1] [2] are particularly well-suited
as the fundamental “object” in distributed systems by
virtue of the walls thev erect at the container bound-

libraries that made code more reliable and faster to de-
velop.

The state-of-the-art in distributed system engineering
today looks significantly more like the world of early
1980s programming than it does the world of object-
oriented development. Yet it’s clear from the success
of the MapReduce pattern [4] in bringing the power of
“Big Data” programming to a broad set of fields and de-
velopers, that putting in place the right set of patterns
can dramatically improve the quality, speed, and acces-
sibility of distributed system programming. But even the

@danielbryantuk

bit.ly/2efeQTP
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Microservices...

Containers and microservices are
CO m p I e m e nta ry ?;;;mgrﬁxmcg Designing, Building and}

Testing and deployment change

https://specto.io/blog/recipe-for-designing-building-testing-microservices.html
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All tests can be run

locally

Dev Machine Commit

ll (1)

10/10/2017

GitHub

Unit tests
Integration tests
Fault-tolerance tests

Code Quality
(Sonar)

Analysis

Poll Cl (Jenkins)

Progress  :
(If Compliant)

Container
Registry
(DockerHub) NG

Progress
(If Compliant)

Acceptance tests (services and system)
Performance testing (services)
Exploratory Tests (via APl and Ul)

Smoke tests/synthetic txns
Load testing (realistic environment and live data)

Centralised
Logging
(e.9. ELK)

3

|
|
|
|
| Instance of environment can be exposed to 3rd Parties|
|
|
|
|

|
|
|
|
|

Smoke tests/synthetic txns
Active monitoring and alerting

&,

Create Container
with Deployment é)e: lo’mgm
Artifactand OS r T
(Jenkins)

Functiopal / Load
Test Orcﬁertration

@danielbryantuk

Prom:

|
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|
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Promotion

Functional and

Load Testing

P

\ Acceptance and
Testing

Performance

(Cucumber/
JMeter)

(

<,

Monitoring of
metrics
(e.g Zabbix)
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